Comware V/ ACL NETCONF XML API
Contiguration Reference

Copyright © 2013 Hangzhou H3C Technologies Co., Ltd. All rights reserved.
No part of this manual may be reproduced or transmitted in any form or by any means
without prior written consent of Hangzhou H3C Technologies Co., Ltd.

The information in this document is subject to change without notice.



Contents

JAC L -+++++esreesrensensenteestet et et et et et et et e b e a et et b e e h e e Rt et e b e b e e a e e Rt et e b e e b e e Re et et e b e e R e e Rt et e b e e s e b e e b e e b e et et e b e et e e b e e b et et e ereersearens 1
AACL/GrOUPS w+++++eesssseessses st 1
KIML STrUCHUI@ +eeeeeeeeeeeeernnneee ettt e e ee e e ettt e e e e et et e s e e ettt e e e 1
Table description ...................................................................................................................................................... 1
COlUIMING ++++++seserersersenersantasatesestastatest e et et et s bt e st s b e s s b et e b et e s e et e s s e b e s s e b e st e R e b e R e e b e s s e b e st e R et e s et e R b et e b et e s et e s e et et e b et e s e et aseebans 1
ACL/'PV4BGSiCRU|eS .......................................................................................................................................................... 2
KIML STrUCHUI@ eeeeeeeeeeerernnneeee ettt ettt ee et ettt e e e e et bt e s e e e ettt eeees 2
Table description ...................................................................................................................................................... 3
COlUIMING ++++++serersrresseressentssetesestestste e b et st et e b et e s s b e s s b et e be b e s e et e s s e b e s s e b e st e R st e R s e b e s s e b e A b e b et e R e b e R b et e b et e s e b e se e b et e b et ebeebeseebens 3
ACL/IPvéBosicRules .......................................................................................................................................................... 5
KIML SHrUCTUE@ wveeeoerrrneerrnnsernnneeettittt ettt ettt ettt e et sttt s s e aa e st a sttt s te sttt ettt s sttt settassettassentsesannns 5
Table descripfion ...................................................................................................................................................... 6
COlUIMING ++#++++esserersersenerssntsseteststastates e ta st e st et et s b et s b et s st st e st e b e s e s s et s s e s e st e s e s s s A e At e s et e s e e b e s e et e s e b e s et e st st et e b et e s e et aneesans 6
ACL/'PV4AdVOnC€RU|eS .................................................................................................................................................... 8
KIML SHrUCHUIE eeeeeeeeeeeeeeenneee ettt e ettt s s e sttt 8
Table description ...................................................................................................................................................... 9
COlUIMING +#++++sessessrsersenessanessatesestastate e et st et e st e st s b e e e b et e b et e s e b e s e e b e st e b e st e s e b e s s e b e st e b e At e R et e s e et e s b et e b et e s et e st et et e b et e s e et aseebans 9
ACL/IPYOAQVANCERUIES ++++++++wrererrersessetet s 14
KIML SIrUCHUI@ +eveeeeeeeeeernnneee ettt ettt e et e e e ettt e e e e e et et e s e e e eabataes 14
Table description ................................................................................................................................................... 15
Co|umns .................................................................................................................................................................. '| 5
ACL/MACRUES -++++++++erserersersessesstnsins sttt 20
KIML SHrUCHUI@ weeeeeeeeeeeemnnneeee ettt ettt et et ee e e e ettt s e e e et et e e e e s eaaataaes 21
Table descripfion ................................................................................................................................................... 21
COIUMG ++++evererrrnererenmsnererenrsnisesesissesesesessesesesenesebe s s essbe s s s sbe s n s s b e s R n s s be s s R n s she s e R s s s b e R s R ne s et eb et e s s rn b ebersannebensannerenens 292
ACL/PfiherDefAcﬁon ...................................................................................................................................................... 23
KIML SHrUCHUI@ weeeeeeeeeeeermmnneettee ettt ettt e e e et e e e e n b e e e e s na et 24
Table description .................................................................................................................................................. 24
COlUIMING ++++++sesesersersesersestrsentetetsttst et ta et s b et st e sttt e s b et s b e s s et s s et et e b e e s b e st s s e s e R e e s e s b e b e e s s e e b e s e et e st e b et e s et s s e et asesbans 24
ACL/PRIEIARPIy «+tvsseresseresssersssermietrinseiti st s 24
KIML SIrUCHUI@ +eveeeeeeeeeernnneee ettt ettt e et e e e ettt e e e e e ettt e e s e e et ettt 24
Table description ................................................................................................................................................... 25
COlUIMING ++++++sesererserseressesestastatetetest et et et st et s b et st et e st e st et et s b e st e b et e s et e R e e b e s e b e st e R et e R e et e R b e b e st e b e st e s e et e st e b et e b et e s e et aseebans 25
ACL/USEIRUIES #++++vrerrerrersensesesetsetset s 26
KIML SHrUCHUI@ weeeeeeeeeeremnnneeee ettt et e ettt ee e e e ettt s e e e st et e e e e st taaaaaes 26
Table description ................................................................................................................................................... 27
COlUIMING ++++++serererrerseressesessestatetesest ettt et st et e b et s b et et e s e b e s e b e st e b et e R s b e s s e b e s e b e st e R et e R s b e R s e b e s b e b e st e s e b e s s e b e s e b et ese et aseebans 27
ACL/ZonePGirPfi|ierApp|y ............................................................................................................................................. 29
KIML SHrUCHUI@ weeeeeeeeeeeermmmneetet e ettt ettt ettt e e ettt e e e e e na b e e e e s e aa b 29
Table descripfion ................................................................................................................................................... 30
COIUMRG ++++evererenerersnmsnererenenisesestsesesesesesesese s esebe s s sasbe s n s s bR n s s be s n s s he s s m s she s s R n s sbe s e R ne s et eb e b e s s n b ebessrnenebensanenereneas 30



ACL
ACL/Groups

This table contains ACL information.

XML structure

<ACL>
<Groups>
<Group>
<GroupType></GroupType>
<GrouplID></GrouplID>
<MatchOrder></MatchOrder>
<Step></Step>
<Name></Name>
<Description></Description>
</Group>
</Groups>
</ACL>

Table description

ltem Description
Feature name ACL

Table name Groups

Table type Multi-instance table
Row name Group

Restrictions None

Support for row creation and deletion  Yes

Columns
Column Column Colum Data type and
. . L Remarks
name description n type restrictions
Enumeration:
GroupType  AClL type Index e 1—IPv4. N/A

o 2—|Pvé6.




Column Column Colum Data type and
- . Remarks
name description n type restrictions
The value range depends on the
GroupType column.
e 2000 to 5999 if GroupType is 1.
o IPv4 basic ACL: 2000 to 2999.
o IPv4 advanced ACL: 3000 to
Unsigned integer. 3999.
GrouolD ACL number Index Vel . 9000 o Ethernet frame header ACL:
P it fo 4000 to 4999.
’ o Userdefined ACL: 5000 to
5999.
e 2000 to 3999 if GroupType is 2.
o IPv6 basic ACL: 2000 to 2999.
o IPv6 advanced ACL: 3000 to
3999.
Enumeration:
e 1—Config (default).
In this order, rules
Order in which are sorted in The match order can only be modified
raer in whic : for ACLs that do not contain any rules.
MatchOrder  the rules are N/A oslcendlng order of Y .
sorfed rule ID. The match order can only be config
e 2—Auto. In this for user-defined AClLs.
order, rules are
sorfed in depth-irst
order.
I Unsigned integer. el . {
ACL rule ) The rule numbering step for
Step numbering step N/A Valve range: 1 to 20. user-defined ACLs can only be 5.
Default: 5.
String, case-insensitive. By default, no name is specified for an
Length: 1 to 63 ACL.
Name ACL name N/A characters. The ACL name cannot be dll.
The string must start with ~ After an ACL is created with a name,
an English letfter. its name cannot be modified.
ACL String, case-sensitive.
Description description N/A length: 1 1o 127 By default, an ACL has no description.

characters.

ACL/IPv4BasicRules

This table contains information about IPv4 basic ACL rules.

XML structure

<ACL>

<IPv4BasicRules>

<Rule>



<Group1D></GrouplD>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>
<SrclPv4>

<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wi ldcard>

</SrclPv4>

<Fragment></Fragment>
<TimeRange></TimeRange>

<VRF></VRF>

<Counting></Counting>

<Logging></Logging>
<Comment></Comment>

</Rule>
</1Pv4BasicRules>
</ACL>

Table description

ltem

Description

Feature name

ACL

Table name IPv4BasicRules
Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion Yes

Columns
Column C°'“’T‘“. Column Data type and restrictions  Remarks
name description type
You must create an ACL
Unsigned integer. i
GrouplD ACL number. Index g g first before you create,
Value range: 2000 to 2999.  merge, or replace rules for
it.
If you set this column to
. . 65535, the system
Unsigned integer. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. new rule ID. This rule ID is

The value 65535 is an invalid
rule ID.

the nearest higher multiple
of the numbering step to
the current highest rule ID,
starting from 0.




Column

Column

Column

. Data type and restrictions  Remarks
name description type
You cannot specify an
action when you remove or
Action on Enumeration: delete a rule.

Action packets N/A o 1—Deny You must specify an action
matching the 9 ; when you replace a rule,
rule. *  2—Permit. or when you merge or

create a rule that does not
exist.
Boolean:
Whether a rule e true—Matches any source This col ‘b
matches any IP addresses (default) 15 column mus be
SrcAny source IP N/A ‘ configured together with
dL::l o false—Matches the the SrclPv4 column.
addresses. specified source IP
address.
This column must be
s Pod 5 Members include: configured together with
SrclPv4 davree T ata e SrclPv4Addr. the SrcAny column.
information. structure
e SrclPv4Wildcard. The two members must
both be specified.
Example: 1.1.1.1.
This column is available

SrclPvaAddr Source IPv4 N/A Strlng, dotted decimal when the SrcAny column is
address. notation. false.

It must be empty when the

SrcAny column is true.

Example: 255.255.255.0.
Wildcard mask This column is available

SrclPv4Wildca String, dotted decimal when the SrcAny column is
for the source  N/A ;

rd notation. false.

IPv4 address.
It must be empty when the
SrcAny column is true.
Boolean:
Whether a rule e true—Matches only

Fragment moicfhes only N/A non-irst fragments. N/A
non-first e false—Matches both
fragments. fragments and

non-fragments (default).
String, case-insensitive.
TimeRange Time range. N/A Length: 1 1o 32 characers. It cannot be the word ll.
The string must start with an
English letter.
String, case-sensitive.
VRF VRF. N/A N/A
Length: 1 to 31 characters.
Counting Whether to N/A Boolean: N/A

count the rule

e true—Counts the rule




Column Column Column

. Data type and restrictions ~ Remarks
name description type
matches. matches.
o false—Does not count the
rule matches (default).
Boolean:
Whether to log e true—Llogs rule match
Logging rule match N/A events. N/A
events. o false—Does not log rule
match events (default).
A comment can only be
configured for an existing
. - rule.
String, case-sensitive.
Comment Rule comment.  N/A When the MatchOrder

Length: 1 to 127 characters.

column is 2, you can
modify only the comment
for a rule.

ACL/IPv6BasicRules

This table contains information about IPvé basic ACL rules.

XML structure

<ACL>
<IPv6BasicRules>
<Rule>

<Group1D></GrouplD>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>

<SrclPv6>

<SrclPv6Addr></SrclPv6Addr>

<SrclPv6Prefix></SrclPv6Prefix>

</SrclPv6>

<RoutingTypeAny></RoutingTypeAny>

<RoutingTypeValue></RoutingTypeValue>

<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
</Rule>
</IPv6BasicRules>
</ACL>



Table description

ltem

Description

Feature name

ACL

Table name [PvéBasicRules

Table type Multi-instance table

Row name Rule

Restrictions None

Support for row creation and deletion  Yes

Columns
Column Colurfm. Column Data type and restrictions Remarks
name description type
You must create an ACL
Unsigned integer. i
GrouplD ACL number. Index 9 9 first before you create,
Value range: 2000 to 2999. merge, or replace rules for
it.
If you set this column to
) ) 65535, the system
Unsigned infeger. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. nhew rule ID.hThl.I]S rule IID ||s
The value 65535 is an invalid rule € nearest higher multiple
D. of the numbering step to
the current highest rule ID,
starting from O.
You cannot specify an
action when you remove or
Action on Enumeration: delete a rule.

Action pocke?s N/A o 1—Deny. You must specify an action
matching the . when you replace a rule,
rule. * 2—Fermi. or when you merge or

create a rule that does not
exist.
Wheth | Boolean:
t .
mqiiheesr:nru ©  true—Matches any source IPv6  This column must be
SrcAny source IP Y N/A addresses (default). configured together with
addresses. o false—Matches the specified the SrclPvé column.
source IPvé address.
This column must be
s b 5 Members include: configured together with

Srlpve  DoUree ota SrclPv6Addr. the SrcAny column.

information. structure
o SrclPv6Prefix. The two members must
both be specified.

SrclPv6Ad  Source IPvé N/A Hexadecimal string, Example: 1:1::1:1.




Column

Column

Column

name description type Data type and restrictions Remarks
dr address. colon-separated. This column is available
when the SrcAny column is
false.
It must be empty when the
SrcAny column is true.
This column is available
Length of the . . when the SrcAny column is
i(rcIPvéPref source IPv6 N/A :nlslgned mfeg]ger. 128 false.
address prefix. alue range: | fo ’ It must be empty when the
SrcAny column is true.
Boolean:
Wheth | .
RoutingT mofjheesr:nru © e true—Maiches any types of This column and the
iy glyp Noes of rou>t,ing N/A routing header. RoutingTypeValue column
header. o false—Matches the specified cannot both be configured.
type of routing header (default).
. . Unsianed integer. This column and the
z\tj:tlmegTyp Fouehng header N/A I 9 RoutingTypeAny column
g ype: Value range: 0 to 255. cannot both be configured.
Boolean:
Whether a rule )
maiches only e true—Matches only non-first
Fragment nondirst N/A fragments. N/A
fragments. o false—Matches both fragments
and non-fragments (default).
String, case-insensitive.
TimeRange  Time range. N/A Length: 1 to 32 characters. It cannot be the word all.
The string must start with an English
letter.
String, case-sensitive.
VRF VRF. N/A N/A
Length: 1 to 31 characters.
Boolean:
Whether to . Counts the rul oh
Counting count the rule N/A rue—R-ounis ine rule malches. N/A
matches. o false—Does not count the rule
matches (default).
Boolean:
Whether to log ; L | ch .
Y J—
Logging rule match N/A rue—rogs rule maich events. N/A
events. o false—Does not log rule match
events (default).
A comment can only be
configured for an existing
String, case-sensitive rule.
Comment  Rule comment.  N/A & ) When the MatchOrder

Length: 1 to 127 characters.

column is 2, you can
modify only the comment
for a rule.




ACL/IPv4AdvanceRules

This table contains information about IPv4 advanced ACL rules.

XML structure

<ACL>
<IPv4AdvanceRules>
<Rule>
<GrouplD></Group1D>
<RulelD></RulelD>
<Action></Action>
<ProtocolType></ProtocolType>
<SrcAny></SrcAny>
<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>
</SrclPv4>
<DstAny></DstAny>
<DstlPv4>
<DstlIPv4Addr></DstIPv4Addr>
<DstlIPv4Wildcard></DstiPv4Wildcard>
</DstlPv4>
<DSCP></DSCP>
<Precedence></Precedence>
<TO0S></TO0S>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP>
<ICMPType></I1CMPType>



<ICMPCode></1CMPCode>
</1CMP>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>

</Rule>
</1Pv4AdvanceRules>
</ACL>

Table description

ltem Description
Feature name ACL

Table name IPv4AdvanceRules
Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion  Yes

Columns
Column Colun.m. Column Data type and restrictions  Remarks
name description type
You must create an ACL
Unsigned integer. i
GrouplD ACL number. Index 9 9 first before you create,
Value range: 3000 to 3999.  merge, or replace rules for
it.
If you set this column to
) ) 65535, the system
Unsigned integer. automatically assigns a
Value range: 0 to 65535. new rule ID. This rule ID is
RulelD Rule ID. Index . .
The value 65535 is an invalid e nearest h'gher multiple
rle ID. of the numbering step to

the current highest rule ID,
starting from 0.

You cannot specify an
action when you remove or

. delete a rule.
Enumeration:

Action ACHO”. on packets N/A o 1—Deny. You must specify an action

matching the rule. when you replace a rule,
or when you merge or
create a rule that does not
exist.

e 2—Permit.




Column

Column

Column

. Data type and restrictions  Remarks
name description type
You cannot specify a
protocol type when you
Unsigned integer. remove or delete a rule.
ProtocolTy Profocol fype. N/A Value range: 0 to 256. You must specify a
pe The value 256 represents all  protocol type when you
IPv4 profocolsl rep|0ce a ru|e, or When
you merge or create a rule
that does not exist.
Boolean:
Whether a rule e true—Matches any source .
matches an P odd defaul This column must be
SrcAny P Y N/A addresses (default). configured together with
source o false—Matches the the SrclPv4 column.
addresses. specified source IP
address.
This column must be
s Pod 5 Members include: configured together with
SrclPv4 >ouree TV ata o SrclPv4Addr. the SrcAny column.
information. structure
e SrclPv4Wildcard. The two members must
both be specified.
Example: 1.1.1.1.
This column is available
SrclPv4Ad  Source IPv4 N/A String, dotted decimal when the SrcAny column is
dr address. notation. false.
[t must be empty when the
SrcAny column is true.
Example: 255.255.255.0.
. This column is available
SrclPv4Wil Wildcard mask for String, dotted decimal when the SrcAny column is
the source IPv4 N/A ?
dcard notation. false.
address.
It must be empty when the
SrcAny column is true.
Boolean:
Wheth | e true—Maiches any '
moiiheirc?nru © destination IP addresses This column must be
DstAny -es oy N/A (default). configured together with
destination IP he DstiPvd col
addresses. o false—Matches the the DstPv4 column.
specified destination IP
address.
This column must be
Destination [Pud 5 Members include: configured together with
DstPva  oomation [Py ata o DstlPv4Addr. the DstAny column.
information. structure
e DstiPv4Wildcard. The two members must
both be specified.
E le: 1.7.7.1.
DstlPv4Ad  Destination IPv4 String, dotted decimal xampre
dr address. N/A notation. This column is available

when the DstAny column is




Column

Column

Column

. Data type and restrictions  Remarks
name description type
false.
It must be empty when the
DstAny column is true.
Example: 255.255.255.0.
. This column is available
DstIPv4Wil WIldCOItd ”T°Sk for String, dotted decimal when the DstAny column is
the destination N/A ’
dcard notation. false.
IPv4 address.
It must be empty when the
DstAny column is true.
DSCP DSCP N/A Unsigned integer. N/A
iority.
priortly Value range: 0 to 63.
Precedenc Unsigned integer. The DSCP priority and the
o IP precedence. N/A IP precedence cannot both
Value range: O to 7. be specified.
Unsigned infeger. The DSCP priority and the
TOS ToS preference. N/A ToS precedence cannot
Value range: 0 to 15. both be specified.
Members include: Only the TCP and UDP
protocols support this
SrcPort source Port Data *  SrcPortOp. column.
information. structure e SrcPortValuel.
The members must be all
e SrcPortValue?2. specified.
Enumeration:
e 1—lIt (lower than).
s t e 2—eq (equal to).
ource por
SrcPortOp operotof. N/A e 3—gt (greater than). N/A
e 4—neq (not equal to).
e 5—range (inclusive
range).
SrcPortVal Unsigned integer.
O Start source port. N/A 9 9 N/A
vel Value range: 0 to 65535.
When SrcPortOp is 5, the
value range is 0 fo 65535.
SrcPortVal Unsigned infeger. Otherwise, it can only be
9 End source port. N/A 65536. The value 65536
ve Value range: 0 to 65536. indicates that the end
source port is not
available.
Members include: Only the TCP and UDP
o protocols support this
DstPort Peshnah'on port Data e DstPortOp. column.
information. structure o DstPortValuel.
The members must be all
o DstPortValue2. specified.
DstPortOp Destination port N/A Enumeration: N/A

operator.

e 1—lt (lower than).

11



Column Colur!m. Column Data type and restrictions ~ Remarks
name description type
e 2—eq (equal to).
e 3—gt (greater than).
e 4—neq (not equal to).
e 5—range (inclusive
range).
DstPortVal  Start destination N/A Unsigned integer. N/A
vel port. Value range: 0 to 65535.
When DstPortOp is 5, the
value range is 0 fo 65535.
o Unsianed infeqer. Otherwise, it can only be
DefportVol  End destinafion /5 gnec imies 65536. The value 65536
ve port. Vale range: 0 to 65536. indicates that the end
destination port is not
available.
Members include:
e ACK.
Dat e FIN.
ata
TepFlag TCP flags. structure. PSH. N/A
e RST.
e SYN.
e URG.
Unsigned integer.
ACK ACK flag in a TCP N/A Value range: O or 1. Only the T(;P protocol
packet. o 0—ACK flag is not set. supports this column.
o 1—ACKflag is set.
Unsigned integer.
FIN FIN flag in a TCP N/A Value range: O or 1. Only the T(;P protocol
packet. e O0—FIN flag is not set. supports this column.
e 1—FIN flag is set.
Unsigned integer.
PSH PSH flag in a TCP N/A Valuve range: O or 1. Only the T(;P protocol
packet. o 0—PSH flag is not set. supports this column.
e 1—PSH flag is set.
Unsigned integer.
RST RST flag in a TCP N/A Value range: O or 1. Only the T(;P protocol
packet. o 0—RST flag is not set. supports this column.
e 1—RST flag is set.
Unsigned integer.
SYN SYN flag in a TCP N/A Value range: O or 1. Only the T(;P protocol
packet. e 0—SYN flag is not set. supports this column.
e 1—SYNflag is set.
URG URG flagina TCP\ /\ Unsigned integer. Only the TCP protocol

packet.

Value range: O or 1.

supports this column.




Column

Column

Column

name description type Data type and restrictions ~ Remarks
e 0—URG flag is not set.
e 1—URG flag is set.
Only the TCP protocol
supports this column.
On a router, the rule
Whether a rule matches TCP connection
maiches flags Boolean: packets with the ACK or
Established |nd|cq.1|ng the N/A o true—Maiches the flags. RST flog seil..On a switch,
established status the availability and usage
of a TCP e false—Ignores the flags. of this column depend on
connection. the device model.
This column and the
TepFlag column cannot
both be configured.
Members include:
ICMP ICMP messages. N/A e ICMPType. The r.n.embers must both be
specified.
o ICMPCode.
ICMPTvpe  TYP® of ICMP N/A Unsigned integer. Only the ICMP protocol
P messages. Value range: 0 to 255. supports this column.
Unsigned integer.
ICMPCode Code of ICMP N/A Value range: Oto 256. Only the ICMP protocol
messages. The valve 256 indicates that  sypports this column.
no ICMP message code is
specified.
Boolean:
Whether o rule e true—Matches only
Fragment  matches only N/A non-irst fragments. N/A
non-irst fragments. e false—Matches both
fragments and
non-fragments (default).
String, case-insensitive.
TimeRange  Time range. N/A Length: T to 32 characters. It cannot be the word all.
The string must start with an
English letter.
VRE VRE N/A String, case-sensitive. N/A
' Length: 1 to 31 characters.
Boolean:
o true—Counts the rule
Counting Whether fo count N/A matches. N/A
the rule matches.
o false—Does not count the
rule matches (default).
Boolean:
. Whether to log oclean
Logging N/A e true—Llogs rule match N/A

rule match events.

events.

13



Column Column Column Data type and restrictions

Remarks

name description type
o false—Does not log rule
match events (default).
A comment can only be
configured for an existing
. . rule.
String, case-sensitive.
Comment  Rule comment. N/A When the MatchOrder

Length: 1 to 127 characters.

column is 2, you can
modify only the comment
for arule.

ACL/IPv6AdvanceRules

This table contains information about IPvé advanced ACL rules.

XML structure

<ACL>
<IPv6AdvanceRules>
<Rule>

<GrouplID></GrouplD>

<RulelD></RulelD>

<Action></Action>

<ProtocolType></ProtocolType>

<SrcAny></SrcAny>

<SrclPv6>
<SrclPv6Addr></SrclPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>

</SrclPv6>

<DstAny></DstAny>

<DstlIPv6>
<DstIPv6Addr></DstIPv6Addr>
<DstIPv6Prefix></DstiPv6Prefix>

</DstlPv6>

<DSCP></DSCP>

<FlowLabel></FlowLabel>

<RoutingTypeAny></RoutingTypeAny>

<RoutingTypeValue></RoutingTypeValue>

<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>

</SrcPort>

<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
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<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>

<ACK></ACK>

<FIN></FIN>

<PSH></PSH>

<RST></RST>

<SYN></SYN>

<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP6>

<ICMP6Type></I1CMP6Type>

<ICMP6Code></1CMP6Code>
</1CMP6>
<Fragment></Fragment>
<HopTypeAny></HopTypeAny>
<HopTypeValue></HopTypeValue>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>

</Rule>
</1Pv6AdvanceRules>
</ACL>

Table description

ltem Description
Feature name ACL

Table name IPv6AdvanceRules
Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion  Yes

Columns
Column Colun.1n. Column Data type and restrictions  Remarks
name description type
You must create an ACL
Unsigned integer. i
GrouplD ACL number. Index 9 9 first before you create,

Value range: 3000 to 3999.  merge, or replace rules for
it.
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Column

Column Column

name description type Data type and restrictions ~ Remarks
If you set this column to
) ) 65535, the system
Unsigned integer. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. new rule ID. ThIS rule IF) is
The value 65535 is an invalid e nearest higher multiple
rule ID. of the numbering step to
the current highest rule ID,
starting from 0.
You cannot specify an
action when you remove or
E . delete a rule.
] numeration:
Action Action on packets /A « 1—Deny You must specify an action
matching the rule. ) when you replace a rule,
e 2—Permit. h
or when you merge or
create a rule that does not
exist.
You cannot specify a
protocol type when you
Unsigned integer. remove or delete a rule.
ProtocolType  Protocol type. N/A Value range: Oto 256. You must specify a
The value 256 represents all  protocol type when you
IPv6 protocols. replace a rule, or when
you merge or create a rule
that does not exist.
Boolean:
Whether a rule e true—Maiches any source .
matches an Pvé add dofoult This column must be
SrcAny P 6y N/A v6 addresses (defaul). configured together with
sopree TV ¢ false—Matches the the SrelPvé column.
addresses. specified source IPvé
address.
This column must be
s s 5 Members include: configured together with
SrclPvé ource Ity ata SrclPvéAddr. the SrcAny column.
information. structure
o SrclPv6Prefix. The two members must
both be specified.
Example: 1:1::1:1.
This column is available
SrclPvbAddr Source IPv6 N/A Hexadecimal string, when the SrcAny column is
address. colon-separated. false.
It must be empty when the
SrcAny column is true.
This column is available
Length of the Unsigned infeger. when the SrcAny column is
SrclPvéPrefix  source IPvé N/A Vel !t 128 false.
address prefix. alue range: | fo ‘ It must be empty when the
SrcAny column is true.
DstAny Whether a rule N/A Boolean: This column must be

matches any

configured together with
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Column

Column

Column

name description type Data type and restrictions ~ Remarks
destination IPvé e true—Matches any the DstlPv6 column.
addresses. destination IPvé addresses
(default).
o false—Maiches the
specified destination IPvé
address.
This column must be
Destinafion V6 D Members include: configured together with
DstlPv6 . eshnom.on Y ata o DstlPv6Addr. the DstAny column.
information. structure
o DstlPv6Prefix. The two members must
both be specified.
Example: 1:1::1:1.
This column is available
DstPvéAddr Destination IPvé N/A Hexadecimal string, when the DstAny column is
address. colon-separated. false.
It must be empty when the
DstAny column is true.
This column is available
Length of the Unsigned integer. when the DstAny column is
DstIPv6Prefix destination IPvé N/A Val 110 128 false.
address prefix. alve range: 1 fo ’ It must be empty when the
DstAny column is true.
DSCP DSCP N/A Unsigned integer. N/A
iority.
priortly Value range: 0 to 63.
Flow label value Unsigned integer.
FlowlLabel in an IPv6 packet  N/A N/A
Value range: 0 to 1048575.
header.
Boolean:

RoutingTvoeA :;W;e:]her onrule ¢ tr;Je—tMaf;hes(]lony fypes This column and the
ouinglype ¢ are efs ° { N/A ol rouling header. RoutingTypeValue column
ny hypej ot rouling ¢ false—Matches the cannot both be configured.
eader. specified type of routing

header (default).

' ) Unsianed infeqer. This column and the
RlouhngTypeV :Qouhng header N/A g g RoutingTypeAny column
awe ype: Valve range: 0 to 255. cannot both be configured.

Members include: Only the TCP and UDP
protocols support this
SrcPort §ource Port Data * SrcPortOp. column.
information. sfructure e SrcPortValuel.
The members must be all
o SrcPortValue2. specified.
Enumeration:
s e 1—lIt (lower than).
SrcPortOp ource port N/A e 2—eq (equal to). N/A

operator.

o 3—gt (greater than).

e 4—neq (not equal to).




Column Colun-m. Column Data type and restrictions ~ Remarks
name description type
e 5—range (inclusive
range).
Unsigned integer.
SrcPortValuel  Start source port.  N/A N/A
Value range: 0 to 65535.
When SrcPortOp is 5, the
value range is 0 fo 65535.
Unsigned infeger. Otherwise, it can only be
SrcPortValue2  End source port. N/A 65536. The value 65536
Valve range: 0 to 65536. indicates that the end
source port is not
available.
Members include: Only the TCP and UDP
o protocols support this
DstPort P?shnottl'on port S?nge ° Esiio":\c/)T ] column.
information. o
strorvalue . The members must be all
o DstPortValue2. specified.
Enumeration:
o 1—It (lower than).
Destingfi e 2—eq (equal to).
DstPortOp estination port N/A e 3—gt (greater than). N/A
operator.
e 4—neq (not equal to).
e 5—range (inclusive
range).
inati Unsigned integer.
DstPortValuel Start destination N/A 9 9 N/A
port. Value range: 0 to 65535.
When DstPortOp is 5, the
value range is 0 fo 65535.
End destinati Unsigned infeger. Otherwise, it can only be
DstPortValye2 ~ —"¢ FESHNANON /A 65536. The value 65536
port. Valve range: 0 to 65536. indicates that the end
destination port is not
available.
Members include:
e ACK.
Det e FIN.
ata
TepFlag TCP flags. sroctore. © PSH. N/A
e RST.
e SYN.
o URG.
Unsigned integer.
ACK ACK flag in a N/A Value range: O or 1. Only the T(;P protocol
TCP packet. e 0—ACK flag is not set. supports this column.
e 1—ACK flag is set.
i Unsigned integer.
FIN FIN flag in a TCP N/A 9 g Only the TCP protocol

packet.

Value range: O or 1.

supports this column.
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Column Colun-m. Column Data type and restrictions  Remarks
name description type
e O0—FIN flag is not set.
e 1—FIN flag is set.
Unsigned integer.
PSH PSH flag in a TCP N/A Value range: O or 1. Only the T(;P protocol
packet. e 0—PSH flag is not set. supports this column.
o 1—PSH flag is set.
Unsigned integer.
RST flag in a TCP Value range: O or 1. Only the TCP protocol
RST N/A )
packet. e 0—RST flag is not set. supports this column.
e 1—RST flag is set.
Unsigned integer.
SYN SYN flag in a N/A Value range: O or 1. Only the T(;P protocol
TCP packet. e 0—SYN flag is not set. supports this column.
e 1—SYNflag is set.
Unsigned integer.
URG URG flag in a N/A Value range: O or 1. Only the T(;P protocol
TCP packet. o 0—URG flag is not set. supports this column.
e 1—URG flag is set.
Only the TCP protocol
supports this column.
On a router, the rule
Whether a rule matches TCP connection
matches flags Boolean: packets with the ACK or
i indicati RST flag set. i
Established |no||co.hng the N/A e true—Matches the flags. S ag sef .On a switch,
established status the availability and usage
of a TCP e false—Ignores the flags. of this column depend on
connection. the device model.
This column and the
TepFlag column cannot
both be configured.
Members include:
ICMP6 ICMPv6 N/A . ICMP6Type. The r.n.embers must both be
messages. specified.
o |ICMP6Code.
ICMP6Type Type of ICMPv6 N/A Unsigned integer. Only the I(;MPvé protocol
messages. Value range: O to 255. supports this column.
Unsigned integer.
ICMP6Code Code of ICMPv6 N/A Value range: O.to ?56' Only the ICMPv6 protocol
messages. The value 256 indicates that supports this column.
no ICMPvé message code is
specified.
Whether a rule Boolean:
Fragment matches only N/A e true—Matches only N/A

non-first

non-irst fragments.
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Column

Column

Column

name description type Data type and restrictions ~ Remarks
fragments. o false—Matches both
fragments and
non-fragments (default).
Boolean:
Whether o rule o frue—Maiches any types
matched any Ef H:p-by-Hop Options This column and the
HopTypeAny  types of N/A eader. HopTypeValue column
Hop-by-Hop ° false.—.Motches the cannot both be configured.
Options header. specified type of
Hop-by-Hop Options
header (default).
Type of Unsianed integer This column and the
Ie-|opTypch|u Hop-by-Hop N/A 9 I HopTypeAny column
Options header. Valve range: 0 to 255. cannot both be configured.
String, case-insensitive.
TimeRange Time range. N/A Length: 1 to 32 characters. It cannot be the word all.
The string must start with an
English letter.
String, case-sensitive.
VRF VRF. N/A N/A
Length: 1 to 31 characters.
Boolean:
o true—Couns the rule
Counting Whether fo count N/A matches. N/A
the rule matches.
o false—Does not count the
rule matches (default).
Boolean:
true—Logs rule match
. Whether to log ¢ 9
Logging rule match events. N/A events. N/A
o false—Does not log rule
match events (default).
A comment can only be
configured for an existing
. - rule.
String, case-sensitive.
Comment Rule comment. N/A When the MatchOrder

Length: 1 to 127 characters.

column is 2, you can
modify only the comment
for a rule.

ACL/MACRules

This table contains information about Ethernet frame header ACL rules.



XML structure

<ACL>
<MACRules>
<Rule>
<GrouplID></GrouplID>
<RulelD></RulelD>
<Action></Action>
<SrcMACAddr>

<SrcMACAddress></SrcMACAddress>

<SrcMACMask></SrcMACMask>

</SrcMACAddr>
<DstMACAddr>

<DstMACAddress></DstMACAddress>

<DstMACMask></DstMACMask>

</DstMACAddr>
<C0S></C0S>
<Protocol>

<ProtocolType></ProtocolType>

<ProtocolTypeMask></ProtocolTypeMask>

</Protocol>
<LSAP>
<LSAPType></LSAPType>

<LSAPTypeMask></LSAPTypeMask>

</LSAP>
<TimeRange></TimeRange>
<Counting></Counting>
<Comment></Comment>
</Rule>
</MACRules>
</ACL>

Table description

Item Description
Feature name ACL

Table name MACRules

Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion  Yes

21



Columns

Column Colun'1n. Column Data type and restrictions  Remarks
name description type
You must create an ACL
Unsigned infeger. first before you create
GrouplD ACL number. Index ’
Value range: 4000 to 4999.  merge, or replace rules for
it.
If you set this column to
. . 65535, the system
Unsigned integer. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. new rule ID. Thls rule IF) is
The value 65535 is an invalid e nearest higher multiple
rule ID. of the numbering step to
the current highest rule ID,
starting from O.
You cannot specify an
action when you remove or
Action on Enumeration: delete a rule.

Action packets N/A o 1—Deny You must specify an action
matching the ) when you replace a rule,
rule. ° 2—Permit. or when you merge or

create a rule that does not
exist.
Inkf)ormal':ion 5 Members include: " X e
about the ata e members must both be

SrcMACAddr source MAC structure * SrcMACAddress. specified.
address. e SrcMACMask.

SrceMACAddr  Source MAC N/A ﬁlx g(rioups ﬁf(;\.No.t Example:

ess address. exadecimar digi's 00-0c-af-e3-5d-c0.

hyphen-separated.
Mask of the Six groups of two

SrcMACMask  source MAC N/A hexadecimal digits, Example: ffAH-f-HAH-ff.
address. hyphen-separated.

Ing)ormo}:ion 5 Members include: " X both b
about the ata e members must both be

DstMACAddr destination structure e DstMACAddress. specified.

MAC address. o DstMACMask.
DstMACAddr  Destination N/A ﬁlx 9;°UP; c>|f;Y¢<?t Example:
ess MAC address. exadecimal cigiis, 00-Oc-af-e3-5d-c0.
hyphen-separated.
Mask of the Six groups of two

DstMACMask  destination N/A hexadecimal digits, Example: fiAf-f-ffH-H.

MAC address. hyphen-separated.
Unsigned integer.

Cos 802.1p N/A J X N/A
priority. Value range: O to 7.

Link layer Data Members include: The members must both be

Protocol "
protocol. structure e ProtocolType. specified.




Column Column Column -
. Data type and restrictions ~ Remarks
name description type
¢ ProtocolTypeMask. This column and the LSAP
column cannot both be
configured.
Hexadecimal string. Values of link layer
Type of the link
ProtocolType | N/A Length: 1 to 4 characters. protocol types are
ayer protocol. ianed by IANA
Value range: O to FFFF. assigned By :
Mask of the link Hexadecimal string.
U:LT(CO'TYPG layer protocol N/A Length: 1 to 4 characters. N/A
fype. Value range: O to FFFF.
The members must both be
5 Members include: specified.
ata
LSAP LSAP. structore e LSAPType. This column and the
o LSAPTypeMask. Protocol column cannot
both be configured.
Hexadecimal string.
LSAPType Type of LSAP. N/A Length: 1 to 4 characters. N/A
Value range: O to FFFF.
Hexadecimal string.
LSAPTypeMas  Mask of the )
K LSAP type. N/A Length: 1 to 4 characters. N/A
Value range: O to FFFF.
String, case-insensitive.
TimeRange Time range. N/A Length: 1 1o 32 characers. It cannot be the word ll.
The string must start with an
English letter.
Boolean:
Whether to e true—Counts the rule
Counting count the rule N/A matches. N/A
matches. o false—Does not count the
rule matches (default).
A comment can only be
configured for an existing
. . rule.
String, case-sensitive.
Comment Rule comment.  N/A When the MatchOrder

Length: 1 to 127 characters.

column is 2, you can
modify only the comment
for a rule.

ACL/PfilterDefAction

This table contains information about the default global packet filter actions.
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XML structure

<ACL>
<PfilterDefAction>

<DefaultAction></DefaultAction>

</PFfilterDefAction>
</ACL>

Table description

ltem

Description

Feature name

ACL

Table name PfilterDefAction
Table type Single-instance table
Row name N/A
Restrictions None
Support for row creation and deletion  No
Columns
Column name Solurfm. Column Data type and restrictions
escription type

DefaultAction .
action

Default packet filter

Enumeration:
N/A e 1—Permit (default).
e 2—Deny.

ACL/PtilterApply

This table contains information about packet filter application.

XML structure

<ACL>
<PfilterApply>
<Pfilter>
<AppObjType></AppObjType>

<AppObj Index></AppObj Index>

<AppDirection></AppDirection>

<AppAclIType></AppAclType>

<AppAclIGroup></AppAcliGroup>

<HardCount></HardCount>
</Pfilter>
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</PFfilterApply>

</ACL>

Table description

ltem Description
Feature name ACL
Table name PfilterApply
Table type Multi-instance table
Row name Pfilter
Restrictions None
Support for row creation and deletion  Yes
Columns
Column Colun.m. Column Data type and restrictions  Remarks
name description type
Enumeration:
. Type' of The e T—Interface. Support for the specified
AppObiType  application Index type depends on the
object. ° 2-VIAN. device model.
e 3—Clobal.
The value depends on the
AppObiType column.
e |Interface index if
Index of the Unsigned integer. AppObijType is 1.
AppObilndex  application Index Value range: O fo e VLANID in the range
object. 4294967295, of 1 to 4094 if
AppObjType is 2.
e The value is O if
AppObiType is 3.
Aoolicat Enumeration:
AppDirection d'PIO |F01|on Index e T1—Inbound. N/A
irection.
e 2—Outbound.
Enumeration: o Type 4 is a special
e 1—IPv4 ACL ACL.
e 2—|Pv6 ACL. e Type 3 is not supported
AppAciType ACL type. Index o 3—_Fthernet frame header in the current software
ACL version, and is reserved
e 4—ACL with the default for future support.
action.
e ACL name: An ACL name must start
AooAdG ACL name or ind Case-insensitive string of 1 with an English letter and
ppAcioroup naex to 63 characters. cannot be all.

number.

ACL number:

The value range depends
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Column Column Column
name description type

Data type and restrictions

Remarks

0 or an unsigned integer in
the range of 2000 to 5999.

on the AppAciType
column.

e 2000 to 5999 if
AppAciType is 1.

e 2000 to 3999 if
AppAclType is 2.

o 0if AppAciType is 4.

Whether to count
rule matches in

hardware for the
ACL.

HardCount N/A

Enumeration:
e 1—Enable.
e 2 Disable.

Support for this function
depends on the device
model.

Global default action and
VLAN default action do not
support this function.

ACL/UserRules

This table contains information about user-defined ACL rules.

XML structure

<ACL>
<UserRules>
<Rule>

<GrouplD></GrouplD>

<RulelD></RulelD>

<Action></Action>

<L2Rule>
<L2RuleString></L2RuleString>
<L2RuleMask></L2RuleMask>
<L20ffset></L20ffset>

</L2Rule>

<IPv4Rule>
<IPv4RuleString></I1Pv4RuleString>
<IPv4RuleMask></1Pv4RuleMask>
<IPv40ffset></1Pv40ffset>

</1Pv4Rule>

<IPv6Rule>
<IPv6RuleString></1Pv6RuleString>
<IPv6RuleMask></1Pv6RuleMask>
<IPv60ffset></I1Pv60ffset>

</1Pv6Rule>

<L4Rule>
<L4RuleString></L4RuleString>
<L4RuleMask></L4RuleMask>
<L40ffset></L40ffset>
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</L4Rule>
<TimeRange></TimeRange>
<Counting></Counting>
<Comment></Comment>
</Rule>
</UserRules>
</ACL>

Table description

Item Description
Feature name ACL

Table name UserRules

Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion  Yes

Columns
Column C°'“’T‘“. Column Data type and restrictions  Remarks
name description type
You must create an ACL
Unsigned integer. first before you create
GrouplD ACL number. Index !
Value range: 5000 to 5999.  merge, or replace rules for
it.
If you set this column to
) ) 65535, the system
Unsigned integer. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. new rule ID. ThIS rule II? is
The value 65535 is an invalid e nearest higher multiple
rle ID. of the numbering step to
the current highest rule ID,
starting from 0.
You cannot specify an
action when you remove or
E . delete a rule.
) numeration:
Action Action on packets N/A o 1—Deny You must specify an action
matching the rule. . when you replace a rule,
* 2—Permi. or when you merge or
create a rule that does not
exist.
Specifies that the Members include:
L2Rule offset is relative to  Data « L2RuleStrin The members must all be
the beginning of  structure 9 specified.
the Layer 2 frame *  L2RuleMask.
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Column

Column

Column

name description type Data type and restrictions ~ Remarks
header. o L20ffset.
String for th Hexadecimal string. The lenath must b
. ring for the e length must be an even
L2RuleString match pattern. N/A Length: O to the number.
device-specific upper limit.
Maich pattern Hexadecimal string. The length must be an even
L2RuleMask mask. N/A Length: O fo the number, and equal to that
device-specific upper limit. of the match pattern string.
Of;(fsei i}?’ iyftis Unsigned integer.
after which the
L20ftset match operation N/A VCI'L.Je rcngg:.O to the o N/A
begins. device-specific upper limit.
Specifies that the Members include:
PvdRule offset is relative to  Data *  IPv4RuleString. The members must all be
the beginning of  structure o  |Pv4RuleMask. specified.
the IPv4 header. o IPv4Offset.
String for th Hexadecimal string. The lenath must b
: ring for the e length must be an even
IPv4RuleString match pattern. N/A Length: O fo the number.
device-specific upper limit.
Hexadecimal string. The length must be an even
Match pattern
IPv4RuleMask mask. N/A Length: O fo the number, and equal to that
device-specific upper limit. of the match pattern string.
Of;‘fsei i;. bhyES Unsigned integer.
after which the
IPV4OH:Set mqfch operqﬁon N/A Voll.Je ronge.:.o to fhe o N/A
begins. device-specific upper limit.
Specifies that the Members include:
IPvbRule offset is relative to  Data *  IPv6RuleString. The members must all be
the beginning of  structure o  |PyvéRuleMask. specified.
the IPvé h .
e IPv6 header o IPv6Offset.
String for th Hexadecimal string. The lenath must b
. ring for the e length must be an even
IPvéRuleString match pattern. N/A Length: O to the number.
device-specific upper limit.
Hexadecimal string. The length must be an even
Match pattern
IPvéRuleMask mask. N/A Length: O fo the number, and equal to that
device-specific upper limit. of the match pattern string.
Specifies an
offset in bytes Unsigned integer.
IPVéOHSet C]Her Whlch the N/A Value range: O to fhe N/A
match operation device-specific upper limit.
begins.
Specifies that the Members include:
L4Rule offset is relative to  Data 4RuleSring. The members must all be

the beginning of  structure specified.

the quer 4 e |4RuleMask.
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Column Column

Column

name description type Data type and restrictions ~ Remarks
header. o L40fset.
String for th Hexadecimal string. The lenath must b
. ring for the e length must be an even
L4RuleString match paftern. N/A Length: O to the number.
device-specific upper limit.
Hexadecimal string. The length must be an even
Match pattern
L4RuleMask mask N/A Length: O fo the number, and equal to that
’ device-specific upper limit. of the match pattern string.
Specifies an
offset in bytes Unsigned integer.
L40fset after which the N/A Value range: O to the N/A
match operation device-specific upper limit.
begins.
String, case-insensitive.
TimeRange Time range. N/A Length: 1 to 32 characters. It cannot be the word all.
The string must start with an
English letter.
Boolean:
e true—Counts the rule
Counting Whether fo count N/A matches. N/A
the rule matches.
o false—Does not count the
rule matches (default).
String, case-sensitive. A comment can only be
Comment Rule comment. N/A configured for an existing

Length: 1 to 127 characters.

rule.

ACL/ZonePairPfilterApply

This table contains information about packet filter application for zone-pair.

XML structure

<ACL>
<ZonePairPfilterApply>
<Pfilter>
<SrcZone></SrcZone>
<DestZone></DestZone>
<AclType></AclType>
<AclGroup></AclGroup>
</Pfilter>
</ZonePairPfilterApply>
</ACL>
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Table description

ltem

Description

Feature name

ACL

Table name ZonePairPfilterApply
Table type Multi-instance table
Row name Pfilter
Restrictions None
Support for row creation and deletion  Yes
Columns
Column C°'“’T‘“. Column Data type and restrictions  Remarks
name description type
String, case insensitive.
SrcZone Name of the Index 9 Cannot contain midline( - ).
source zone. Length: 1 to 31 characters.
String, case insensitive.
DestZone Name O.f the Index I Cannot contain midline( - ).
destination zone. Length: 1 to 31 characters.
Enumeration:
o 1—IPva ACL tThype 3is :ot fstupported in
e current software
AdlType ACL type. Index ° 2—IPv6 ACL version, and is reserved for
e 3—Ethernet frame header  future support.
ACL.
An ACL name must start
with an English lefter and
e ACL name: cannot be all.
Case-insensitive string of 1 The value range depends
to 63 ch ters. the AppAclT
AclGroup ACL name or Index © D characiers :glun?n pRACype

number.

¢ ACL number:
An unsigned infeger in the

range of 2000 to 5999.

e 2000 to 5999 if
AppAclType is 1.

e 2000 to 3999 if
AppAclType is 2.
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